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 Digital watermarking technique protects the multimedia data, such as text, image, audio 
and video from an intruder. It embeds the copyright information into the multimedia 
content.  Ownership identification and authentication protect the content from attackers. 
The binary watermark image is scrambled & embedded into the original cover image.  
In this paper, authors propose a novel entropy based DWT approach for digital image 
watermarking. Higher the PSNR value, higher is the perceptual quality of watermarked 
image which makes the watermarked image invisible for attackers. PSNR value 
observed with the proposed method is higher than in existing methods.  The robustness 
of the proposed method is verified using various attacks.  The imperceptibility & 
robustness are higher than in existing method. The proposed method achieves the 
Normalized Correlation (NC) value of between original watermark and extracted 
watermark which means the extracted watermark is same as the original watermark. 
Proposed method results in lesser Mean Square Error (MSE) value compared to 
existing method. 

  
INTRODUCTION 

 
Digital Data is accessible in World Wide Web such as the text, images, audio and video in large amount. It 

is very easy to copy the content, distribute the data; modify the data, manipulate the content and destroy the data 
by the intruders, so the protection of digital data is a necessary process. The technique that is useful to avoid 
unauthorized copying or tampering of digital data is Watermarking. Uses of digital watermarking to provide the 
digital images protection. Digital Watermark is a visible or invisible identification code that is attached in the 
host media. Watermark aims at discouraging unauthorized copying. (Chirag Sharma and Deepak Prashar, 2012) 

When the watermark is embedded to digital data such as images, if any attackers are try to damage the data 
or manipulate the data, he can be got after retrieve the watermark on the basis of Copyright Protection. There are 
many features of watermarking. Watermark should be unnoticeable, translucent, safe, and strong.  Using this in 
some of the applications, such as Protection of Copyright, Authentication of Video, Copy Control and 
Fingerprinting. (Chirag Sharma and Deepak Prashar, 2012) 

Robustness, Perceptual lucidity, capability and blind watermarking are four essential factors to determine 
quality of watermarking scheme. In spatial domain, watermark is embedded by directly modifying the values of 
pixels of the cover image. Insertion in Least Significant Bit is an example of spatial domain watermarking. 
Using these algorithms implementation is simple. But using this algorithm, some of the problems are: Low 
watermark information hiding capacity, Less PSNR, Correlation is less between original watermark and 
extracted watermark and less security; hence anybody can detect such algorithms. The watermarking using the 
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frequency domain is inserted into transformed coefficients of image giving more information hiding capacity 
and the high robustness against the attacks of the watermarking, because information can be spread out to entire 
image. (Baisa L. Gunjal., 2011) 

In transform domain the watermark is embedded by changing the transformed image frequency coefficients. 
General methods of the transform domain are Discrete Wavelet Transform (DWT), Discrete Fourier Transform 
(DFT) and Discrete Cosine Transform (DCT) etc. (Chirag Sharma and Deepak Prashar, 2012) 

In digital watermarking, the major point is to discover the balance of the features such as robustness to 
various attacks, security and invisibility.  The invisibleness for the technique of watermarking is based using the 
intensity of watermark embedding. Achieved the better invisibleness for less watermark intensity. Select the 
optimum intensity to embed watermark. In general there is a little balance between the strength of embedding 
(the heftiness of watermark) and quality (invisibility of watermark). Increased robustness requires embedding is 
stronger, which in turn is increasing the visual degradation of the images. If a watermark is to be effective, it 
should satisfy the following features. They are:  

• Invisibility - It should be invisible perceptually so that data quality is not decreased and prevent the 
attackers from finding and deleting it. A watermark is called hardly noticeable if the watermarked content is 
visually equivalent to the original, unwatermarked content.   

•Readily Extractable - The owner of the data or an independent control authority should easily extract it.  
The retrieval of watermark should clearly recognize the owner of the data.  

• Robustness – It should endure some of the common image processing attacks. If the watermark resists a 
designated class of transformations which is called robust. Using the robust watermarks in copyright protection 
applications to carry copy and access control information. (Dr.M.Mohamed Sathik and  S.S.Sujatha, 2010) 

The digital image watermarking scheme can be classified into two types. Visible and invisible 
watermarking. If the visible watermarking is applied, can perceive the watermark in the video or picture. The 
watermark is text or a logo which recognizes the owner of the content. Using the invisible watermarking, embed 
the watermark in to the digital data such as video, audio or picture, but it cannot be perceived. Further, the 
invisible watermarks are divided into watermarking techniques as fragile and robust. Generally, a robust mark is 
generally used for identification of ownership and protection of copyright, because they are designed to 
withstand attacks such as general image processing operations, which try to delete the mark. These algorithms 
ensure that cannot be removed embedded watermark by the image processing operations. On the other hand a 
fragile or semi-fragile watermark is mainly applied to authentication of content and verification of integrity 
because they are very sensitive to attacks, i.e., it can detect small changes to the watermarked image with high 
probability. (Dasu Vaman Ravi Prasad, 2013) 
 
Watermarking verification: 

To evaluate the imperceptibility of the watermarked image using the Peak Signal to Noise Ratio (PSNR). X 
is the original image and X' is the watermarked image, both of the image sizes are M x N. The mean square 
error (MSE) is measured between the host image and the watermarked images are represented by:  

 
Consequently, the PSNR in decibel (dB) can be measured by:  
PSNR = 10log10 (2552/MSE) 
 
Where MAX is the maximum possible value of the pixel value of an image, if an image is 8-bits grayscale 

image then MAX=255; If the PSNR value is high which indicate better imperceptibility. (Dr.Nasseer Moyasser 
Basheer, Shaimaa  Salah  Abdulsalam,  2011) 

Robustness is measure of vulnerability of watermark against attempts to erase it by image attacks such as 
blurring, rotation, compression, cropping, noise addition, filtering, scaling, translation, resizing and collision 
attacks. It is measured in terms of NC. It measures the dissimilarity and likeness between original watermark 
image and extracted watermark image. It’ value is 0 to 1. Preferably it should be 1 but the value 0.75 is 
acceptable. NC is represented by, 
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 Where, N defines the number of pixels in watermark, wi is the original watermark, wi’ is extracted 

watermark.  (Baisa L.Gunjal, Suresh N.Mali, 2014) 
 

Related Background: 
This section briefly describes the techniques and methods about DWT and Arnold Transform. 

 
A. Discrete Wavelet Transform: 

Decomposes an input image using DWT into four parts namely LL, HL, LH and HH where the first 
character corresponds to applying either a low or high pass frequency operation is applied to the rows of an 
input image, and the second letter defines the filter applied to the columns, which is shown in Figure 1.  

In original image, the lowest resolution level LL consists of the approximation part. Another three levels 
consist of the LH represents the horizontal detail, HL represents the vertical detail and HH represents the 
diagonal detail. In the proposed algorithm, embedded the watermark into the cover image by changing the high 
frequency bands coefficients, i.e. HL sub band. 

 
Fig. 1: DWT decomposition of image 
 
 B. Arnold Transform: 

Consider the digital image as a two unit function f(x1, y1) in the plane Z1. It can be represented as Z1 = 
f(x1, y1) where x1, y1 ∈ {0, 1, 2, 3... N1 − 1} and N1 represents the organize of the digital image. Using the 
Arnold transform, the image matrix can be changed into a new matrix which results in a scrambled version to 
offer security. Using the mapping function which changes a point (x1, y1) to another point (x1', y1') by the 
Equation (1). (S. S. Sujatha and M. Mohamed Sathik., 2012) 

x1' = (x1 + y1) mod N1  
y1' = (x1 + 2y1) mod N1  
 

Related Works: 
M. Mohamed Sathik and S.S. Sujatha, (2012) have proposed a method using the Discrete Wavelet 

Transform and the watermark is scrambled using the Arnold transform. The watermarking scheme deals with 
the extraction of the watermark using the blind watermarking scheme. Experimental results demonstrate that 
watermarking technique is not robust against most of the attacks. 

(M. Ali Qureshi et al., 2012) have proposed a watermarking scheme using Discrete Cosine Transform 
(DCT) and Forward Hadamard Transform (FHT). This watermarking scheme is not robust against some of the 
attacks such as median filter, Gaussian noise and salt & pepper noise. 

 (Keta Raval and Rajni Bhoomarker, 2013) has proposed a watermarking scheme using DWT-DCT. This 
watermarking technique is not robust against some of the attacks such as salt & pepper noise and median filter. 

(Mahasweta J.Joshi et al., 2011) have proposed a watermarking technique using DCT-DWT. This 
watermarking scheme is not robust against some of the attacks such as adding white noise, blurring and 
sharpening. 
 
Proposed Method: 

 The proposed method includes the two algorithms. 
 
A.  Watermark Embedding Algorithm: 

1. Get the original gray scale cover image.   
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2. Get the binary watermark image. 
3. Arnold transformation is applied to scramble the watermark image. 
4. The DWT method is applied to the first level decomposition of cover image. 
5. Statistical feature such as entropy is computed for the decomposed high frequency components.  
6.  The high frequency which has high entropy is determined as the embedding region for the encrypted 

watermark image. 
7.   Embed the encrypted watermark into selected high frequency component using alpha blending. 
8. HL coefficient contains the maximum number of similar pixels. 
9. Then embed the watermark in this coefficient. 
       HLwi,j = HLi,j + alpha* wi,j 

10. Apply inverse DWT to obtain the watermarked cover image. 
 

B.  Watermark Extraction Algorithm: 
1. The DWT method is applied using haar wavelet to the watermarked image. 
2. Find the size of the HL band, then extract binary watermark from the HL band. 
3. The extracted watermark is in the encrypted form. 
4. The encrypted watermark is decrypted using inverse Arnold transformation. 
5. Then the original watermark is recovered. 

 
Fig. 2: Flow chart of the proposed method 
 

RESULTS AND DISCUSSION 
 
The proposed method is experimented with the sample images. The cover image is the gray scale image. 

The watermark image is the binary image. The quality of watermarked image is measured using the Peak Signal 
to Noise Ratio.  The imperceptibility of watermarked image is calculated by using PSNR. High PSNR value is 
used to increase the imperceptibility of watermarked image. So the attackers can’t view the watermark image. In 
proposed method, the visual quality of watermarked image is same as the original image.  The PSNR value of 
the proposed method is 61.9836. Tested the proposed method using MATLAB 7.12.0 (R2011a). 

The watermarked image contains watermark image embedded into the cover image. Table 1 shows the 
original cover image, watermark image and watermarked image. Watermark extraction defines the watermark 
image is extracted from the watermarked image. Table 2 shows the watermarked image and the extracted 
watermark image is given below. 

The quality metrics of the proposed method is measured using PSNR, MSE & NC. The robustness of the 
proposed method has been tested by applying Gaussian noise, Salt & pepper noise, Median Filtering, Salt & 
pepper noise and Median Filtering, Gaussian noise & Median Filtering, Image Adjustment, Linear Filtering, Salt 
& pepper noise and Linear Filtering, Gaussian noise & Linear Filtering and histogram equalization attacks. 

In proposed method robustness is higher than the existing methods when attacks are attempted on the 
watermarked image. The robustness of the proposed method is analyzed by adding Gaussian noise with 
mean=0, variance=0.01 and salt & pepper noise with density 0.002 on the watermarked images. Median & 
linear filtering, blurring, histogram equalization & image adjustment are applied to verify the robustness of the 
proposed method. 

Table 1 shows the watermark image is embedded into the cover image.  
Table 2 shows the watermark extraction from the watermarked image. These are given below.  
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Table 1: Embed a Watermark into the Cover Image 

Original Cover Image Watermark Image Watermarked Image 

 

 

 
  

 

 

 
  

 

 

  
 
Table 2: Extract the Watermark Image from the Watermarked Image 

    Watermarked Image Extract the Watermark Image 

 

 

 

 

 

 

 

 

 
 
 

 
Table 3, 4, 5, 6 & 7 shows the results for the existing methods and proposed method. 
 

Table 3: Quality Parameters of the Proposed Method and Existing Method (M. Mohamed Sathik and S. S. Sujatha., 2012) 
Quality Metrics Existing Method Proposed Method 
PSNR 59.1168 61.9836 
MSE 0.0797 0.0412 
NC - 1.000 

 
Table 4: Comparison of Results of the Existing Method (M. Mohamed Sathik and S. S. Sujatha., 2012) with the Proposed Method 

 
Attacks 

PSNR (dB) 

Existing 
method 

Proposed 
method 

Adding Gaussian noise 
(mean, variance) 

0.01, 0 38.3272 38.5686 

0, 0.001 30.0997 30.0041 
Adding Salt & Pepper noise 0.002 32.1381 32.6074 
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Median Filtering 3x3 29.5727 35.4175 

Salt & pepper noise and Median Filtering 0.002 
3x3 

29.5891 35.3935 

Gaussian noise and Median Filtering 0, 0.001 
3x3 

29.3649 32.8652 

Image Adjustment  18.5312 21.8829 

Linear Filtering 3x3 27.7761 33.9928 

Salt & pepper noise and Linear Filtering 0.002 
3x3 

27.5918 32.4082 

Gaussian noise and Linear Filtering 0, 0.001 
3x3 

27.4988 31.4348 

Histogram Equalization  19.0944 19.1340 

 
Table 5: Comparison of Results of the Existing Method (M. Ali Qureshi et al., 2012) with the Proposed Method 

Attacks Existing 
Method  

Proposed 
Method 

 
PSNR 

NCC PSNR NCC 

Median Filter 23.148 0.579 35.4175 0.9959 
Adding Gaussian Noise 18.645 0.368 38.5686 1.0000 
Salt & Pepper Noise 17.37 0.369 32.6074 0.9923 

 
Table 6: Comparison of the PSNR Value of Existing Method (Keta Raval and Rajni Bhoomarker., 2013) with the Proposed Method 

Attacks Existing Method  Proposed 
Method 

PSNR 
 

PSNR 

Without attack 23.6388 61.9836 
Blurring 30.8930 23.0890 
Adding salt & pepper noise 20.8434 32.6074 
Median Filter 34.2105 35.4175 

 
Table 7: Comparison of the PSNR & NCC Values of the Existing Method (Mahasweta J.Joshi, Prof. Zankhana H.Shah and Keyur 
N.Brahmbhatt, 2011) with the Proposed Method 

Attacks Existing Method  Proposed Method 
PSNR  

NCC 
PSNR NCC 

Adding white noise 27.7108 0.9575 38.5686 1 
Blurring 21.0527 0.0156 23.0890 0.9298 
Sharpening 15.3476 0.8820 23.6480 0.9529 

 

 
 

Fig. 3: Comparison of perceptual quality between existing method (M. Mohamed Sathik and S. S. Sujatha., 
2012) & proposed method 
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Fig. 4: Comparison of perceptual quality between existing method (M. Ali Qureshi et al., 2012) & proposed 
method 

 

 
Fig. 5: Comparison of robustness between existing method (M. Ali Qureshi et al., 2012) & proposed method 

 

 
 

Fig.  6: Comparison of perceptual quality between existing method (Keta Raval and Rajni Bhoomarker, 2013) 
& proposed method 

 

 
 

Fig. 7: Comparison of perceptual quality between existing method (Mahasweta J.Joshi, Prof. Zankhana H.Shah 
and Keyur N.Brahmbhatt, 2011) & proposed method 
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Fig. 8: Comparison of robustness between existing method (Mahasweta J.Joshi, Prof. Zankhana H.Shah and 

Keyur N.Brahmbhatt, 2011) & proposed method 
 

Table 8: Robustness between Original Watermark and Extracted Watermark 
NC between original watermark image and extracted watermark image from attacked watermarked image 
Attacks on the Watermarked Image NC 
Adding Gaussian Noise (0.01, 0) 1 
Gaussian Noise (0, 0.001) 1 
Adding Salt & Pepper Noise 1 
Median Filtering 1 
Salt & pepper noise and Median Filtering 1 
Gaussian noise and Median Filtering 1 
Image Adjustment 1 
Linear Filtering 1 
Salt & pepper noise and Linear Filtering 1 
Gaussian noise and Linear Filtering 1 
Histogram Equalization 1 

 
Conclusion: 

In the novel method proposed in this research work, entropy based DWT technique is used for digital image 
watermarking. The binary watermark image is scrambled using Arnold transform. Then the scrambled 
watermark is embedded into the cover image. Then, watermark image is embedded into the original image; the 
visibility of watermarked image is almost same as the original image.  The proposed method does not reduce the 
visible quality of the watermarked image.  The proposed method results in higher PSNR values (up to 61.9836) 
and hence better quality of watermarked image compared to existing methods.  MSE value is less than the 
existing methods. In proposed method, watermarked image is highly robust against a variety of attacks. The 
proposed watermarking method achieves the imperceptibility, robustness and security. The proposed 
watermarking scheme is tested by applying the variety of attacks to the watermarked image to check the 
imperceptibility & robustness.  NC values are measured after applying attacks. NC value is generally 0 to 1. The 
proposed method achieves NC value of 1, which means the watermark image is exactly recovered.  The 
proposed watermarking scheme is highly robust against various attacks compared to existing methods.  
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